BES Asset Discovery

Discover and report network assets and computers that do not have BigFix Agents

The Challenge

The BigFix Enterprise Suite (BES) provides a scalable, flexible, agent-based platform and automation-assisted
solutions that enable enterprises to use the distributed power of all their computers to manage their security
and configuration, no matter where they are or how they connect to the enterprise network.

In order to be managed by BES, there must be an agent on the device. This highlights two challenges:

How can BES help find unmanaged computers that are on the network, but do not have the BigFix
Agent installed and that are not in Active Directory or any known location?

Unmanaged computer can be anything from employee or contractor computers brought in from outside
the network, to old forgotten servers, to computers that were installed but never properly inventoried.
These computers must to be tracked, patched, and secured just as any other asset in the network. In
fact, these computers are sometimes the most vulnerable because they are often neglected and if they
are infected, they are difficult to locate.

How can BES help identify network assets that cannot have a BES Agent installed?
Network assets such as routers, switches, printers, or any other network device are important to identify

so that these devices can be tracked and maintained. In addition, any rogue or unauthorized devices
must be identified and dealt with appropriately.

The Solution

To discover network devices and unmanaged computers, BES offers the ability to designate “Scan Points”
that scan network segments and send the scan results to the central BES Database. Using a scanning
solution built on NMAP technology, information is discovered about network devices and unmanaged
computers including IP address, OS, MAC address, DNS name, and other attributes.

BES Asset Discovery uses the existing distributed architecture of BES to provide the following benefits:

Enterprise Wide Unmanaged Computer Visibility — Scan Points can be designated on virtually any
computer on the network on which a BigFix Agent is installed. This allows scans to be performed in
data centers, corporate headquarters, and remote offices. In addition, Scan Points can easily be
placed inside previously “unscannable” areas such as DMZs or offices protected by a firewall, yielding
all the benefits of a scanner without having to relax security by opening inbound scanning ports.

Fast “in Parallel” Scans — Multiple subnets can be scanned concurrently. Scans run very fast (in just
a few minutes), because scanning is performed locally in the subnet rather than scanning over slow
WAN links.

Minimal WAN Usage — By scanning locally on the fast LAN rather than across the WAN, precious,
limited bandwidth is conserved. When the scans are complete, the reports are compressed and sent
to the central BES database for viewing.

Timely Asset Discovery Information — Scans with BES Asset Discovery have little network impact
and can be run very frequently. Instead of scanning the whole network from one location once a
month (as is common with alternate approaches), scans can be performed multiple times each day.
This provides timely, updated, enterprise-wide unmanaged computer discovery.
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How it Works

Alternative approaches for asset discovery scan over slow WAN links, consume excessive bandwidth, and
take hours or even days to scan an entire enterprise network. The BES Asset Discovery solution leverages the
existing BES infrastructure to scan each subnets from a computer within the same subnet. These scans can
occur in parallel so that the scans are performed in designated network segments using little to no WAN
bandwidth.
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Scan Results are Automatically Sent to the BES Database
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View Unmanaged and Managed Assets in the BES Console
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Support for Other Asset Discovery Sources

Other scanning technologies in addition to NMAP can be used to perform the scan in the BES Asset Discovery
solution. The open BES Asset & Vulnerability Discovery API enables the BES platform to integrate with
existing scanning technology to provide a central view of managed and unmanaged assets. Talk to a sales
engineer for more information about integrating other scanning solutions into BES.
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More information about NMAP is available at http://www.insecure.org/nmap/index.html.
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